Technical Disclosure Commons
Defensive Publications Series
December 2022

A METHOD AND USER EQUIPMENT FOR PROVIDING VIBRATION
BASED COMMUNICATION OF SENSITIVE INFORMATION FOR
VISUALLY IMPAIRED USERS
SANTOSH KUMAR KVS
VISA

MADHUSMITA MOHAPATRA
VISA

RAKESH RAMAMURTHY
VISA

AVI BOMB
VISA

AMRENDRA NARAYAN JHA
VISA

Follow this and additional works at: https://www.tdcommons.org/dpubs_series

Recommended Citation
KVS, SANTOSH KUMAR; MOHAPATRA, MADHUSMITA; RAMAMURTHY, RAKESH; BOMB, AVI; and JHA,
AMRENDRA NARAYAN, "A METHOD AND USER EQUIPMENT FOR PROVIDING VIBRATION BASED
COMMUNICATION OF SENSITIVE INFORMATION FOR VISUALLY IMPAIRED USERS", Technical Disclosure
Commons, (December 12, 2022)
https://www.tdcommons.org/dpubs_series/5560

This work is licensed under a Creative Commons Attribution 4.0 License.
This Article is brought to you for free and open access by Technical Disclosure Commons. It has been accepted for
inclusion in Defensive Publications Series by an authorized administrator of Technical Disclosure Commons.

KVS et al.: A METHOD AND USER EQUIPMENT FOR PROVIDING VIBRATION BASED COMMUNI

“A METHOD AND USER EQUIPMENT FOR PROVIDING
VIBRATION BASED COMMUNICATION OF SENSITIVE
INFORMATION FOR VISUALLY IMPAIRED USERS”

VISA

SANTOSH KUMAR KVS
MADHUSMITA MOHAPATRA
RAKESH RAMAMURTHY
AVI BOMB
AMRENDRA NARAYAN JHA

Published by Technical Disclosure Commons, 2022

2

Defensive Publications Series, Art. 5560 [2022]

TECHNICAL FIELD
[0001]

The present disclosure relates to the field of communication systems. Particularly, the

present disclosure relates to a method and user equipment for providing vibration-based
communication of sensitive information for visually impaired users.
BACKGROUND
[0002] High proliferation of user devices in last two decades has made access to information as
well as multitude of different services easier than before. User devices have become pervasive,
and it is unimaginable to complete many of our day-to-day tasks without user devices. User devices
have also penetrated into the lives of diverse sets of users and as a result, many visually impaired
people are also using them for different kinds of information access scenarios. The visually
impaired people constitute a significant portion of the population. There are quite a number of
visually impaired people in the world, of which some have low vision and some are blind.
However, the current set of user devices is designed for clear-sighted people where most of the
interactions happen using visual modalities, i.e., a touch screen.
[0003] In recent years, smartphone makers and smartphone operating systems have started
providing assistive technologies for visually impaired users. All these technologies rely on a screen
reader. The screen reader speaks out loud about all the activities that a visually impaired user
performs on the smartphone. For example, the screen reader speaks out when the user taps an icon
of a particular application, inputs an alphabet, or performs any other activity on the phone. But the
screen reader is often inefficient as it may be practically unusable in scenarios where the user wants
to deal with sensitive or private information. A few examples of such scenarios may include
entering One Time Password (OTP), Personal Identification Number (PIN), password or any
sensitive information for financial transactions, or other services. Since the screen reader works
on a speak out mechanism, therefore, it is not desirable to have the sensitive information leaked in
this manner. Using headphones is a trivial solution but is infeasible as it might not be accessible
to the users every time. Thus, existing systems in financial technologies (fintech) are severely
limited in their functionalities as well as cannot be used in many public and social environments.
Therefore, the existing systems are not privacy friendly.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0004]

Additional advantages and details of non-limiting embodiments are explained in

greater detail below with reference to the exemplary embodiments that are illustrated in the
accompanying schematic figures, in which:
[0005]

FIG. 1 illustrates an exemplary embodiment for providing vibration-based

communication of sensitive information for visually impaired users, in accordance with some
embodiments of the present disclosure;
[0006]

FIG. 2 illustrates a flow diagram showing a method of providing vibration-based

communication of sensitive information for visually impaired users, in accordance with some
embodiments of the present disclosure; and
[0007]

FIG. 3 illustrates an exemplary environment of a User Equipment for providing

vibration-based communication of sensitive information for visually impaired users, in accordance
with some embodiments of the present disclosure.
DESCRIPTION OF THE DISCLOSURE
[0008]

In the present document, the word "exemplary" is used herein to mean "serving as an

example, instance, or illustration." Any embodiment or implementation of the present subject
matter described herein as "exemplary" is not necessarily to be construed as preferred or
advantageous over other embodiments.
[0009]

While the disclosure is susceptible to various modifications and alternative forms,

specific embodiment thereof has been shown by way of example in the drawings and will be
described in detail below. It should be understood, however that it is not intended to limit the
disclosure to the particular forms disclosed, but on the contrary, the disclosure is to cover all
modifications, equivalents, and alternative falling within the spirit and the scope of the disclosure.
[0010]

The terms “comprises”, “comprising”, or any other variations thereof, are intended to

cover a non-exclusive inclusion, such that a setup, device or method that comprises a list of
components or steps does not include only those components or steps but may include other
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components or steps not expressly listed or inherent to such setup or device or method. In other
words, one or more elements in a device or system or apparatus proceeded by “comprises… a”
does not, without more constraints, preclude the existence of other elements or additional elements
in the device or system or apparatus.
[0011]

The terms "an embodiment", "embodiment", "embodiments", "the embodiment", "the

embodiments", "one or more embodiments", "some embodiments", and "one embodiment" mean
"one or more (but not all) embodiments of the invention(s)" unless expressly specified otherwise.
[0012]

The terms "including", "comprising", “having” and variations thereof mean "including

but not limited to", unless expressly specified otherwise.
[0013]

As used herein, the terms “communication” and “communicate” may refer to the

reception, receipt, transmission, transfer, provision, and/or the like of information (e.g., data,
signals, messages, instructions, commands, and/or the like). For one unit (e.g., a device, a system,
a component of a device or system, combinations thereof, and/or the like) to be in communication
with another unit means that the one unit is able to directly or indirectly receive information from
and/or transmit information to the other unit. This may refer to a direct or indirect connection (e.g.,
a direct communication connection, an indirect communication connection, and/or the like) that is
wired and/or wireless in nature. Additionally, two units may be in communication with each other
even though the information transmitted may be modified, processed, relayed, and/or routed
between the first and second unit. For example, a first unit may be in communication with a second
unit even though the first unit passively receives information and does not actively transmit
information to the second unit. As another example, a first unit may be in communication with a
second unit if at least one intermediary unit (e.g., a third unit located between the first unit and the
second unit) processes information received from the first unit and communicates the processed
information to the second unit. In some non-limiting embodiments, a message may refer to a
network packet (e.g., a data packet and/or the like) that includes data. It will be appreciated if
numerous other arrangements are possible.
[0014]

As used herein, the term "user equipment" may refer to any electronic device that may

be transported and operated by a user, which may also provide remote communication capabilities
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to a network. Examples of remote communication capabilities include using a mobile phone
(wireless) network, wireless data network (e.g., 3G, 4G or similar networks), Wi-Fi, Wi-Max, or
any other communication medium that may provide access to a network such as the Internet or a
private network. Examples of user equipment include mobile phones (e.g., cellular phones), PDAs,
tablet computers, netbooks, laptop computers, hand-held specialized readers, wearable devices
(e.g., watches), vehicles (e.g., cars), etc. A user equipment may comprise any suitable hardware
and software for performing such functions and may also include multiple devices or components
(e.g., when a device has remote access to a network by tethering to another device - i.e., using the
other device as a relay - both devices taken together may be considered a single mobile device/user
equipment).
[0015]

As used herein, the term "Sensitive information" may refer to any suitable information

associated with an account (e.g., a payment account and/or payment device associated with the
account). Such information may be directly related to the account or may be derived from
information related to the account. Examples of account information may include a PAN (primary
account number or "account number"), username, expiration date, CVV (card verification value),
dCVV (dynamic card verification value), CVV2 (card verification value 2), CVC3 card
verification values, etc. Sensitive information may be any information that identifies or is
associated with a payment account. Sensitive information may be provided in order to make a
payment from a payment account. Sensitive information can also include a username, an expiration
date, a gift card number or code, and any other suitable information.
[0016]

As used herein, the term "application" may refer to a computer code or other data stored

on a computer readable medium (e.g., memory element or secure element) that may be executable
by a processor to complete a task.
[0017]

As used herein, the term "user" may include a visually impaired individual. In some

embodiments, a user may be associated with one or more personal accounts and/or user equipment.
The user may also be referred to as a cardholder, account holder, or consumer.
[0018]

As used herein, the term "processor" may refer to any suitable data computation device

or devices. A processor may comprise one or more microprocessors working together to
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accomplish a desired function. The processor may include CPU comprises at least one high-speed
data processor adequate to execute program components for executing user and/or systemgenerated requests. The CPU may be a microprocessor such as AMD's Athlon, Duron and/or
Opteron; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell processor; Intel's Celeron,
Itanium, Pentium, Xeon, and/or XScale; and/or the like processor(s).
[0019]

As used herein, the term "memory" may be any suitable device or devices that can store

electronic data. A suitable memory may comprise a non-transitory computer readable medium that
stores instructions that can be executed by a processor to implement a desired method. Examples
of memories may comprise one or more memory chips, disk drives, etc. Such memories may
operate using any suitable electrical, optical, and/or magnetic mode of operation.
[0020]

It will be apparent that systems and/or methods described herein can be implemented

in different forms of hardware, software, or a combination of hardware and software. The actual
specialized control hardware or software code used to implement these systems and/or methods is
not limiting of the implementations. Thus, the operation and behavior of the systems and/or
methods are described herein without reference to specific software code, it being understood that
software and hardware can be designed to implement the systems and/or methods based on the
description herein.
[0021]

FIG. 1 illustrates an exemplary embodiment for providing vibration-based

communication of sensitive information for visually impaired users, in accordance with some
embodiments of the present disclosure.
[0022]

FIG. 1 illustrates an environment 100 that includes a user 101 and a user equipment

(UE) 102, 102a. In an embodiment of the present disclosure, the user 101 may be a visually
impaired user. The UE 102 may include, but not limited to, a mobile phone, a smart phone, a
personal digital assistant (PDA), a laptop computer, a desktop computer, a server computer, a thinclient device, a tablet PC, and the like. The UE 102 may comprise an integrated software
application which enables real time interactions with merchants. The software application may be
used to link bank details of the user 101 with a local network of merchant to carry out a transaction.
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Alternatively, the software application may be used for accessing any other features not mentioned
herein explicitly.
[0023]

In an embodiment, the UE 102 may comprise a screen reader. For example, the screen

reader may be a talkback feature. The UE 102 may operate functionalities of the screen reader
based on the type of information.. The visually impaired user 101 may switch on the screen reader
in the UE 102 for obtaining and hearing the information. The UE 102 may include a virtual card
stored by the visually impaired user 101 for making transactions. The UE 102 may further include
an option to access information present on the virtual card through the screen reader. Upon
receiving a request from the visually impaired user 101 to access information on the virtual card,
the UE 102 may detect whether the information requested to be accessed is sensitive information.
The detection may be performed based on checking whether the request corresponds to
information which is to be guarded from unauthorized access and unwarranted disclosure in order
to maintain the information security of the visually impaired user 101. The sensitive information
may include such as, a One Time Password (OTP), Personal Identification Number (PIN), CVV,
and the like. On detecting the information to be sensitive, the UE 102 notifies the visually impaired
user 101 that the information communicated by the screen reader corresponds to be sensitive
information and therefore, may be communicated through vibrations. Therefore, the UE 102
identifies numeric characters in the sensitive information and encodes the numeric characters into
vibrations based on an encoding algorithm to convert numeric values into encoded vibrations
patterns. The encoding may be performed based on any known encoding algorithms. For instance,
the encoding algorithms may include binary form and/or morse code. In an embodiment, the
encoded sensitive information is generated in two distinct types of vibrations, a first vibration
(vib1) and a second vibration (vib2). The first vibration (vib1) corresponds to a numeric character,
wherein the UE 102 identifies the numeric characters and generates the same number of vibrations
as the numeric character. The second vibration (vib2) corresponds to a separator between two
numeric characters.
[0024]

For example, consider a visually impaired user 101 wishes to access a CVV present on

a virtual card, wherein the CVV reads “123”. Here, the vibration generated for the given CVV may
correspond to the following pattern: <vib1><vib1><vib1><vib2><vib1><vib1><vib2><vib1>.
On completion of the vibration pattern, the UE 102 may switch on the screen reader to inform the
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visually impaired user 101 regarding the completion of vibration pattern. Therefore, the visually
impaired user 101 may count the number of <vib1> vibrations that occurred to decode the numeric
character and the visually impaired user 101 may further use <vib2> vibrations as separator
between two numeric characters.
[0025]

Further, on encoding the sensitive information into vibration patterns, the UE 102

generates the encoded vibration patterns for the visually impaired users 101 to complete the
transaction. The visually impaired user 101 may detect the encoded vibration pattern by holding
the UE 102 and may further decode the vibration pattern into numeric information by referring to
an instruction manual. The instruction manual includes details corresponding to the types of
vibrations generated by the UE 102.
[0026]

FIG.2 illustrates a flow diagram showing a method of providing vibration-based

communication of sensitive information for visually impaired users, in accordance with some
embodiments of the present disclosure.
[0027]

As illustrated in FIG. 2, the method 200 comprises one or more blocks implemented for

providing a vibration-based communication of sensitive information for visually impaired users
101. The method 200 may be described in the general context of computer executable instructions.
Generally, computer executable instructions can include routines, programs, objects, components,
data structures, procedures, modules, and functions, which perform specific functions or
implement specific abstract data types.
[0028]

The order in which the method 200 is described is not intended to be construed as a

limitation, and any number of the described method blocks can be combined in any order to
implement the method. Additionally, individual blocks may be deleted from the methods without
departing from the spirit and scope of the subject matter described herein. Furthermore, the method
can be implemented in any suitable hardware, software, firmware, or combination thereof.
[0029]

At block 201, the method may include receiving, by the UE 102, a request to access

information present on the virtual card for making the transaction by the visually impaired user
101. The information requested to be accessed maybe a sensitive information corresponding to a
PAN (primary account number or "account number"), username, expiration date, CVV (card
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verification value), dCVV (dynamic card verification value), CVV2 (card verification value 2),
CVC3 card verification values, and/or the like.
[0030]

At block 203, the method may include detecting, by the UE 102, the requested

information to be sensitive information. The detection is based on checking whether the request
corresponds to information which is to be guarded from unauthorized access and unwarranted
disclosure in order to maintain the information security of the visually impaired user 101. The
sensitive information may include such as, the One Time Password (OTP), Personal Identification
Number (PIN), CVV, and the like. On detecting the information to be sensitive, block 205 is
executed. Alternatively, when the information is not sensitive, the requested information is
communicated to the visually impaired user 101 without encoding.
[0031]

At block 205, the method may include encoding, by the UE 102, the sensitive

information into a vibration pattern on confirming the detected information to be sensitive
information. The sensitive information is encoded based on an encoding algorithm to convert
numeric values to vibrations. In an embodiment, the encoding algorithm may perform the
conversion based on a binary form and/or a morse code.
[0032]

At block 207, the method may include generating, by the UE 102, the encoded vibration

patterns for the visually impaired users 101 to complete the transaction, wherein the visually
impaired user 101 refers to an instruction manual to decode the vibration pattern. The encoded
sensitive information is generated in two distinct types of vibrations, vib1 and vib2. The instruction
manual includes details corresponding to the types of vibrations generated by the UE 102. The
first vibration (vib1) corresponds to the numeric character, wherein the UE 102 identifies the
numeric characters and generates the same number of vibrations as the numeric character. The
second vibration (vib2) corresponds to a separator between two numeric characters.
[0033]

FIG. 3 illustrates an exemplary environment of a User Equipment for providing

vibration-based communication of sensitive information for visually impaired users, in accordance
with some embodiments of the present disclosure.
[0034]

In FIG. 3, the environment 300 includes a User Equipment (UE) 301, a visually

impaired user 302, an issuer 303 and a communication network 304. In an embodiment, the UE
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301, the visually impaired user 302 and the issuer 303 may communicate via the communication
network 204, for providing vibration-based communication of sensitive information for the
visually impaired user 302. The communication network 206 may include, without limitation, a
direct interconnection, Local Area Network (LAN), Wide Area Network (WAN), wireless network
(e.g., using Wireless Application Protocol), the Internet, and the like. In an embodiment, the UE
301 may be implemented in a server configured to provide vibration-based communication of
sensitive information for the visually impaired user 302. In an embodiment, such server may be a
dedicated server or a cloud-based server.
[0035]

The UE 301 may include one or more processors 305, I/O interface 306, and a memory

307. In some embodiments, the memory 307 may be communicatively coupled to the one or more
processor 305. The memory 307 stores instructions, executable by the one or more processor 305,
which, on execution, may cause the UE 301 to provide vibration-based communication of sensitive
information for the visually impaired user 302, as disclosed in the present disclosure. In an
embodiment, the memory 307 may include one or more modules 308 and data 309. The one or
more modules 308 may be configured to perform the steps of the present disclosure using the data
309, provide vibration-based communication of sensitive information for the visually impaired
user 302. In an embodiment, each of the one or more modules 308 may be a hardware unit which
may be present outside the memory 307 and coupled with the UE 301. The UE 301 may be
implemented in a variety of user equipment, such as a mobile phone, a smart phone, a personal
digital assistant (PDA), a laptop computer, a desktop computer, a server computer, a thin-client
device, a tablet PC, and the like.
[0036]

Furthermore, one or more computer-readable storage media may be utilized in

implementing embodiments consistent with the present disclosure. A computer-readable storage
medium refers to any type of physical memory on which information or data readable by a
processor may be stored. Thus, a computer-readable storage medium may store instructions for
execution by one or more processors, including instructions for causing the processor(s) to perform
steps or stages consistent with the embodiments described herein. The term “computer-readable
medium” should be understood to include tangible items and exclude carrier waves and transient
signals, i.e., non-transitory. Examples include Random Access Memory (RAM), Read-Only
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Memory (ROM), volatile memory, non-volatile memory, hard drives, Compact Disc (CD) ROMs,
Digital Video Disc (DVDs), flash drives, disks, and any other known physical storage media.
[0037]

Finally, the language used in the specification has been principally selected for

readability and instructional purposes, and it may not have been selected to delineate or
circumscribe the inventive subject matter. Accordingly, the disclosure of the embodiments of the
disclosure is intended to be illustrative, but not limiting, of the scope of the disclosure.
[0038]

With respect to the use of substantially any plural and/or singular terms herein, those

having skill in the art can translate from the plural to the singular and/or from the singular to the
plural as is appropriate to the context and/or application. The various singular/plural permutations
may be expressly set forth herein for sake of clarity.
[0039]

Any of the software components or functions described in this application, may be

implemented as software code to be executed by a processor using any

suitable

computer

language such as, for example, Java, C++ or Perl using, for example, conventional or objectoriented techniques. The software code may be stored as a series of instructions, or commands on
a computer readable medium, such as a random-access memory (RAM), a read only memory
(ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical medium such as a
CD-ROM. Any such computer readable medium may reside on or within a single computational
apparatus and may be present on or within different computational apparatuses within a system or
network.
[0040]

The above description is illustrative and is not restrictive. Many variations of the

invention may become apparent to those skilled in the art upon review of the disclosure. The scope
of the invention can, therefore, be determined not with reference to the above description, but
instead can be determined with reference to the pending claims along with their full scope or
equivalents.
[0041]

One or more features from any embodiment may be combined with one or more

features of any other embodiment without departing from the scope of the invention.
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[0042]

A recitation of "a", "an" or "the" is intended to mean "one or more" unless specifically

indicated to the contrary.
[0043]

All patents, patent applications, publications, and descriptions mentioned above are

herein incorporated by reference in their entirety for all purposes. None is admitted being prior art.
[0044]

Although the invention has been described in detail for the purpose of illustration based

on what is currently considered to be the most practical and preferred embodiments, it is to be
understood that such detail is solely for that purpose and that the invention is not limited to the
disclosed embodiments, but, on the contrary, is intended to cover modifications and equivalent
arrangements that are within the spirit and scope of the appended claims. For example, it is to be
understood that the present invention contemplates that, to the extent possible, one or more features
of any embodiment can be combined with one or more features of any other embodiment.
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A METHOD AND USER EQUIPMENT FOR VIBRATION BASED COMMUNICATION
OF SENSITIVE INFORMATION FOR VISUALLY IMPAIRED USERS
ABSTRACT
The present disclosure relates to a method and user equipment (UE) (102) for providing vibrationbased communication of sensitive information for visually impaired users (101). In the present
disclosure, initially the UE (102) may receive a request from the visually impaired user (101) to
access information present on a virtual card. The UE (102) detects whether the information
requested corresponds to be sensitive information. Further, the UE (102) encodes the information
into a vibration pattern on confirming it to be sensitive information. Finally, the UE (102) generates
the encoded vibration patterns for the visually impaired users (101) to complete the transaction,
wherein the visually impaired user (101) refers to an instruction manual to decode the vibration
pattern.
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200

RECEIVE A REQUEST TO ACCESS INFORMATION PRESENT ON A VIRTUAL CARD FOR
MAKING A TRANSACTION, BY A VISUALLY IMPAIRED USER

201

DETECT THE REQUESTED INFORMATION TO BE A SENSITIVE INFORMATION

203

ENCODE THE SENSITIVE INFORMATION INTO A VIBRATION PATTERN ON CONFIRMING
THE DETECTED INFORMATION TO BE SENSITIVE INFORMATION

205

GENERATE THE ENCODED VIBRATION PATTERNS FOR THE VISUALLY CHALLENGED
USERS TO COMPLETE THE TRANSACTION, WHEREIN THE VISUALLY CHALLENGED
USER REFERS AN INSTRUCTION MANUAL TO DECODE THE VIBRATION PATTERN

207

FIG. 2
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